
File system Security 
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General Principles 

• Files and folders are managed 
by the operating system 

• Applications, including shells, 
access files through an API 

• Access control entry (ACE) 

– Allow/deny a certain type of 
access to a file/folder by 
user/group 

• Access control list (ACL) 

– Collection of ACEs for a 
file/folder 
 

• A file handle provides an 
opaque identifier for a 
file/folder 

• File operations 

– Open file: returns file handle 

– Read/write/execute file 

– Close file: invalidates file 
handle 

• Hierarchical file organization 

– Tree (Windows) 

– DAG (Linux) 
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Discretionary Access Control (DAC) 

• Users can protect what they own 

– The owner may grant access to others 

– The owner may define the type of access 
(read/write/execute) given to others 

• DAC is the standard model used in operating 
systems 

• Mandatory Access Control (MAC) 

– Alternative model not covered in this lecture 

– Multiple levels of security for users and documents 

– Read down and write up principles 
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Closed vs. Open Policy 

Closed policy 

– Also called “default secure” 

• Give Tom read access to “foo” 

• Give Bob r/w access to “bar 

• Tom: I would like to read “foo” 

– Access allowed 

•  Tom: I would like to read “bar” 

– Access denied 

 

 

Open Policy 

• Deny Tom read access to “foo” 

• Deny Bob r/w access to “bar” 

• Tom: I would like to read “foo” 

– Access denied 

• Tom: I would like to read “bar” 

– Access allowed 
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Closed Policy with Negative 
Authorizations and  Deny Priority  

• Give Tom r/w access to “bar” 

• Deny Tom write access to “bar” 

• Tom: I would like to read “bar” 

– Access  allowed 

• Tom: I would like to write “bar” 

– Access denied 

• Policy is used by Windows to manage access control 
to the file system 
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Access Control Entries and Lists 

• An Access Control List (ACL) for a resource (e.g., a file or 
folder) is a sorted list of zero or more Access Control 
Entries (ACEs) 

• An ACE refers specifies that a certain set of accesses (e.g., 
read, execute and write) to the resources is allowed or 
denied for a user or group 

• Examples of ACEs for folder “Bob’s CS167 Grades” 
– Bob; Read; Allow 

– TAs; Read; Allow 

– TWD; Read, Write; Allow 

– Bob; Write; Deny 

– TAs; Write; Allow 

6 



Linux vs. Windows 

• Linux 
– Allow-only ACEs 

– Access to file depends on 
ACL of file and of all its 
ancestor folders 

– Start at root of file system 

– Traverse path of folders 

– Each folder must have 
execute (cd) permission 

– Different paths to same file 
not equivalent 

– File’s ACL must allow 
requested access 

• Windows 
– Allow and deny ACEs 

– By default, deny ACEs 
precede allow ones 

– Access to file depends only 
on file’s ACL 

– ACLs of ancestors ignored 
when access is requested 

– Permissions set on a folder 
usually propagated to 
descendants (inheritance) 

– System keeps track of 
inherited ACE’s  
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